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ABSTRACT 

The electronic management of user identities is a 
requirement for many modern applications. The user’s 
identity defines its possible range of actions, and its 
management becomes critical in applications such as e-
Banking, e-Payment, etc. Current solutions are based on 
methods that use certificate infrastructures, role and policy 
enforcement management, trust management using social 
networking, etc. We propose a solution for electronic 
management of identities that provides secure identification 
of a user using its electronic identity card (eID). The 
proposed nPA (the new German Identity card) Connector 
offers a trusted infrastructure for secure handling of 
electronic identities over the Internet. The nPA connector 
uses certificates obtained and guaranteed by a trusted 
Identity Provider. The user’s personal data from the 
electronic Identity Card is transmitted from an original 
source service provider to subsequent destination service 
providers, all of which have previously signed a contract 
with the Identity Provider. The connector can be easily 
integrated within an application, providing a supplementary 
security layer for identity management. It can also be 
accessed remote as a Web service. In such cases the 
connector can be accessed by applications that can 
communicate with an Identity Provider from a trusted list of 
eID Service Providers. For that, the connector offers an 
interface for the application to query attributes from the 
electronic Identity card. The nPA connector can be 
considered a service provider between a user wielding a user 
agent (usually a web application accessed through a web 
browser) and an Identity Provider.  

 
INTRODUCTION 
 
We live in an electronic world governed by necessity to 
move all citizen services in electronic distributed 
environments. In the context e-Services, the number of users 
that want to move from physical world into digital world 
grows exponential in last decade. The e-Services are easy to 
use, permanent and they have continuous access, direct 
communication, timely and consistent information. The e-

Services are exposed to all kind of threads from the Internet, 
so when it comes about their security or other challenges, it 
should receive a special attention. In a digital world, when it 
comes about e-Services, there are some main characteristics 
that are common to all of them. One of them is scalability, 
which indicates its ability to handle growing amounts of 
work in a graceful manner or its ability to be enlarged, so the 
distributed environments are required. 
 
Security challenges are imposed at each step. Data 
encryption, password protection and account creation are 
other subjects discussed and applied during the development 
of the e-Service system. A large number of users 
characterize e-services and they must be able to respond to 
all their requests. 
 
We propose a solution for electronic management of 
identities that provides secure identification of a user using 
its electronic identity card (eID). The proposed connector 
library represents a solution for the simple integration of the 
new German Identity card (nPA) into web applications by 
taking away the complexity of handling the communication 
with the Identity Server. The nPA connector provides the 
benefit of a service that offers the mechanism for sharing 
authentication data between trusted applications. The 
attributes that an application is allowed to query are 
specified within the contract signed with a trusted Identity 
Provider. The nPA Connector allows security systems and 
application to be developed and evolve independently. 
 
The paper is structured as follow: Section 2 presents the 
related work in the field of security communication and eID. 
Section 3 presents the proposed architecture and in Section 4 
the implementation details are presents. We present the 
conclusions and future work in Section 5.   
 
RELATED WORK 
 
Across Europe electronic identity (e-ID) card schemes are 
emerging. The motivation for their deployment varies from 
country to country, and hence also their ability to 
interoperate. National schemes for each country are defined 
by government agencies and application usage by non-
government entities has been limited [1]. A very common 
situation is that for each service, users must remember the 
associated name and password they are registered under. 
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This method is prone to identity theft and its usability leaves 
much to be desired. The Trusted Platform Module (TPM) 
proposed in [2] is a microcontroller with cryptographic 
functions that is integrated into many computers. Using 
communication services like voice services, chat services 
and web 2.0 technologies (wikis, blogs, etc.) are a common 
part of everyday life in a personal or business context. These 
communication services typically authenticate participants. 
Identities identify the communication peer to users of the 
service or to the service itself. Calling line identification 
used in the Session Initiation Protocol (SIP) can be used for 
Voice over IP (VoIP) [3]. 
 
In [4] is dealing with the use of the Belgian electronic ID 
card to secure Presence notifications in the Session Initiation 
Protocol (SIP). More specifically, it addresses the secure 
authentication to a SIP registrar server thanks to the Belgian 
electronic ID card. The proposed solution consists in adding 
an Authenticated Identity Body (AIB) to the REGISTER 
requests issued by the user's agent, which simultaneously 
authenticates the user and protects the request header. 
 
The Italian Electronic Identity Card (EIC, for short) is a 
polycarbonate smart card equipped with a microchip 
(supporting cryptographic functions) and a laser band 
(featuring an embedded hologram). It contains personal (e.g. 
name, surname, date of birth, etc.) and biometric data (photo 
and fingerprint) of a citizen [5]. Currently, Republic of 
Turkey has introduced a new smart card based electronic 
identity card. By the help of this card, e-government projects 
of Turkey are expected to accelerate. Turkey is also prepared 
to use biometrics in citizen authentication. In this paper, we 
will shortly mention about physical and electronic properties 
of this card, use of biometrics, cryptographic details of the 
card, Electronic Authentication System and roll out of the 
card [6]. 
 
The new identity card (“Neuer Personalausweis”, nPA) was 
introduced in Germany in 2010. It supports the Federal 
Government's eCard strategy. The nPA is part of the 
nationwide introduction of the use of smart cards in the 
federal administration. The eCard-API-Framework is a 
technical frame for implementing the eCard strategy and is 
specified in the technical guideline BSI TR-03112 of the 
Federal Office for Information Security (BSI) [7]. The basic 
goal is to expand the conventional use of the identity card to 

the electronic world, thus enabling a secure and legally 
binding communication on the Internet [8]. 
 
NPA CONNECTOR ARCHITECTURE 
 
The main principle for using the nPA connector resides on 
the usage of certificates obtained from a trusted Identity 
Provider that specifies the data that an application is allowed 
to query from the identity card when interacting with the 
back-end user through the citizen’s application. 
 
The nPA Connector library represents a solution for the 
simple integration of nPA into web applications by taking 
away the complexity of handling the communication with 
the Identity Server. 
 
The nPA Connector offers a trusted infrastructure for secure 
handling of electronic identities in the Internet for a variety 
of applications. The connector allows querying the attributes 
from the electronic Identity card providing also a useful tool 
for securely validating information about the citizens. The 
connector makes it easy for web applications to 
communicate with an Identity Provider from the eID Service 
Providers trusted list because it is mainly a mechanism for 
sharing authentication data between trusted applications (see 
Figure 1). The user’s personal data from the electronic 
Identity Card is transmitted from an original source service 
provider to subsequent destination service providers, all of 
which have previously signed a contract with the Identity 
Provider, allowing them to query particular information 
about the user, and in agreement with the citizen’s options 
for sharing their personal data. 
 
At a deeper level, the nPA connector acts like a Service 
provider between a user wielding a user agent (usually a web 
application accessed through a web browser) and an Identity 
Provider. The user requests a web resource from the 
application which is in fact protected by the Service provider 
responsible for creating a secure context for querying 
sensitive data. 
 
The service provider, who wishes to know the identity of the 
requesting user, and also personal information about the 
user, issued the authentication request to the Identity 
Provider through the user agent. 

 

 
Figure 1. nPA Architecture and interactions 
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IMPLEMENTATION DETAILS 
 
This library allows security systems and application software 
to be developed and evolve independently, and also allows 
decoupling of the application software from the underlying 
security infrastructure. This is because SAML provides a set 
of interoperable standard interfaces. Standardizing the 
interfaces between systems allows for faster, cheaper, and 
more reliable integration. Furthermore, this library provides 
the possibility to configure custom extensions of the profiles 
of SAML usage, and the benefits that come from this 
customization open up more and different kinds of access 
management. 
 
Following are some more concrete benefits of this connector 
brought by the usage of SAML protocol: 
 

 Platform neutrality. Abstractization of the security 
framework away from platform architectures and 
particular vendor implementations. Making security 
more independent of application logic is an 
important tenet of Service-Oriented Architecture. 
 

 Improved online experience for end users. It 
enables single sign-on by allowing users to 
authenticate at an identity provider and then access 
service providers without additional authentication 
by creating security contexts. 

 
 Reduced administrative costs for service providers. 

The burden of maintaining account information 
burden is transferred to the identity provider. 

 
 Risk transference. It pushes responsibility for 

proper management of identities to the identity 
provider, which is more often compatible with its 
business model than that of a service provider. 

 
 

 
Figure 2. nPA protocol 

 
The main functionality of the nPA connector library is based 
on the SAML 2.0 protocol [9]. SAML is a XML-based 
protocol whose functionality is defined by four basic 
concepts: assertions, protocols, bindings and profiles. 

Assertions are XML-based messages that are formed using 
the rules of syntax and semantics defined in the SAML Core. 
These assertions are requested and transmitted using one of 
the specified protocols from one system entity to another.  
 
The requested attributes and equivalent response attributes 
are defined in a custom schema, specified by the identity 
Provider server and imply custom made Marshallese and 
Un-Marshallese to build objects from and to XML files. 
There are two major types of configurations for profiles: 
profiles for requesting a number of specific attributes of the 
user for the Identity Provider; profiles for verifying the value 
of certain key attributes against a given value. 
 

 
Figure 3. SAML message 

 
The main functionality of the protocol provided by this 
library is illustrated in Figure 2, where there nPA connector 
(Service Provider) is responsible for creating a security 
context for the user agent. The nPA Connector uses the 
HTTPPost binding from SAML protocol to communicate 
with the user agent (see Figure 3). 
 
The message flow of the protocol begins with a request of a 
secured resource at the Service Provider and follows these 
steps (presented in Figure 2): 
 

1. Request a target resource at the SP   
 

o For example https://sp.example.com/myresource 
o The library performs a security check on behalf of 

the target resource : if a valid security context 
already exists skip steps 2 – 7 
 

2. Respond with an XHTML form 
 
<form method="post" 
action="https://idp.example.org/SAML2/SSO/
POST" ...> 
 <input type="hidden" name="SAMLRequest" 
value="request" /> 
   <input type="hidden" name="RelayState" 
value="token" /> 
   ... 
   <input type="submit" value="Submit" /> 
 </form> 
 

o  The value of the SAMLRequest parameter is the 
base64 encoding of the actual 
<samlp:AuthnRequest> element 
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3. Request the SSO Service at the IdP 

 
o The user agent issues a POST request to the SSO 

service at the identity provider 
 
POST /SAML2/SSO/POST HTTP/1.1 
Host: idp.example.org 
Content-Type: 
application/x-www-form-urlencoded 
Content-Length: nnn 
SAMLRequest=request&RelayState=token 
 

4. Respond with an XHTML form 
 

o The SSO service validates the request and responds 
with a document containing an XHTML form: 

 
<form method="post" 
action="https://sp.example.com/SAML2/SSO/POST
" ...> 
 
<input type="hidden" name="SAMLResponse" 
value="response" /> 
 
<input type="hidden" name="RelayState" 
value="token" /> 
 
   ... 
 
<input type="submit" value="Submit" /> 
</form> 
 

o The value of the SAMLResponse parameter is the 
base64 encoding of the actual <samlp:Response> 
element. 

 
5. Request the  Assertion Consumer Service at the SP 
 
POST /SAML2/SSO/POST HTTP/1.1 
Host: sp.example.com 
Content-Type: 
application/x-www-form-urlencoded 
Content-Length: nnn 
SAMLResponse=response&RelayState=token 
 

6. Redirect to target resource 
 

o The library creates a security context and redirects 
the user to the request resource 

 
7. Request the target resource at the SP again 

 
8. Respond with the requested resource 

 
Since a security context exists, the service provider returns 
the resource to the user agent. 
 
The requested attributes, are encrypted using a symmetric 
key and sent as a protocol message using the HTTP POST 
binding. The SSO service at the Identity provider validates 
the request and responds with a document containing the 
response. The value of the SAMLResponse parameter is the 

base64 encoding of a <samlp:Response> element, which 
likewise is transmitted to the service provider via the 
browser. 
 
The nPA Connector stands for an extensible and 
configurable plugin for web based applications that wish to 
communicate with an Identity Provider with which they have 
previously signed an agreement and obtained a certificate 
that allows them to query certain sensitive information about 
the citizens. The configuration of the connector can easily be 
done by altering the configuration file (as seen in the 
examples in previous chapter). 
 
For example, as use case, if an user has signed on and 
authenticated at a portal like http://www.rentamovie-
exampleportal.com and wish to rent a movie, the website 
will only get access to the attributes specified within the 
contract of that website (for example the age of the end-user) 
with the Identity Provider, and in agreement with the user’s 
preferences for displaying sensitive data (the user may not 
agree to share other information). 
 
At a highlevel, the entry point in the library is represented 
by the eIDHandler which is an abstraction for handling 
both the request and the response messages as illustrated in 
Figure 4. 
 

 
Figure 4. Entry point for nPA 

 
The eIDHandler is actually an abstraction layer that 
offers methods like handleRequest(), 
handleResponse() and in fact uses dedicated handlers 
for request (eIDRequestHandler – responsible for 
creating custom extensions for the given profile), and 
response (eIDResponseHandler – responsible for 
reading the custom extensions from the response assertion 
received from the identity provider server). The core 
functionality of the SAML protocol is described and 
implemented in third party libraries and do not make the 
object of this document. 
 
The message flow of the protocol begins with a request of a 
secured resource at the Service Provider and follows these 
steps: request a target resource at the SP, respond with an 
XHTML form, request the SSO Service at the IdP, respond 
with an XHTML form, request the Assertion Consumer 
Service at the SP, redirect to target resource, request the 
target resource at the SP again, respond with the requested 
resource. The nPA library uses the Authentication Request 
Protocol, as specified in SAML Core [9] to communicate 
with the Identity Provider. The overall flow of the 
authentication process through the library is shown in the 
Figure 5. 
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Figure 5. nPA authentication process 

 
 
CONCLUSIONS 
 
We present in this paper the nPA connector architecture and 
implementation details. The nPA Connector consists in an 
application which allows a secure identification of a certain 
user using an electronic identity card (eID) over the Internet.  
 
The nPA Connector is designed for PHP and JAVA 
implementation using the Apache Server and will be 
available under different OS, both Windows and Linux 
environments. The nPA Connector was tested on Windows 
2008 and using IIS7. The solution uses the SAML library 
which has a MPL license. 
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