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Abstract—Software Defined Networking (SDN) holds the key
for building networks that can adapt effectively and efficiently to
ever changing conditions: traffic flows, network policies, security
constraints, etc. Although it has this power, defining security
policies that consider the different scenarios and applications
running on the network can be an overwhelming task, even
when using high level abstraction languages based on reactive
programming.
In this paper we present a system that alleviates this complexity
by using machine learning traffic flow classification techniques
and defining high level SDN policies based on the derived flow
classes. We employ both supervised learning techniques based on
pre-trained models for different types of traffic, and unsupervised
learning, where we cluster together different traffic flows. Finally,
after classifying the flows, a flow grouping algorithm determines
which flows are generally seen together in the same time frame.
For supervised learning we use C4.5 decision tree classifiers with
features per flow such as inter-packet arrival time, packet size,
packet count, flow tuple. For the unsupervised case we use the
k-means algorithm on the same group of features.
After gathering the traffic flow information derived via machine learning, we explore how it can be integrated into an SDN
controller, and provide an overview of the required hardware and
software architecture. From a security standpoint we explore how
we can leverage such information for network anomaly detection,
botnet detection and traffic re-routing to a network honeypot.
Index Terms—Software defined networking; supervised learning; traffic classification; secure networks.

Security is an aspect of computer networks that is becoming
of paramount importance as more and more critical systems
and devices are being connected to the network. To this
end, traditional signature based intrusion prevention/detection
systems are encountering scalability problems because of the
increasing attack space [1], [2] and the security industry as
a whole is itself reorienting towards machine learning based
techniques for detecting attacks [3].
The present work explores how different machine learning
techniques and networking technologies can be composed
together in order to create a system that can tackle security
and networking problems in an adaptive and scalable way.
We show how such a system can be organized and built,
what readily available components can be used, how they
will interact with each other and what types of security
solutions can be built on top of the system. We also present
the test-bed we have constructed for this system and evaluate
system performance as well as classification accuracy for the
supervised learning portion on a mix of emulated traffic. By

creating an adaptive network control system and detecting
anomalies in a network, suspicious traffic can be automatically
directed through a series of network appliances that perform
deeper inspection by scanning the redirected flows for malware
or network attacks.
In order to create such a system, we can leverage the current
industry movement towards Software Defined Networking [4]
which has been gaining great attention in recent years due to
its ability to leverage existing network infrastructure in order
to provide better overall network utilization and application
specific traffic optimization. SDN achieves these goals by
separating the system in charge of making decisions about
where traffic is sent (the control plane) from the underlying
systems that forward the actual traffic (the data plane). Security
issues are also an active area of research for SDN as outlined
by a recent survey [5] and the current work complements the
work done in this area.
The most basic use of machine learning in the context of
network traffic has been for traffic flow classification. This
type of classification (i.e. identifying the protocol/type of
traffic being sent on a certain flow) has been developed as
an alternative to traditional deep packet inspection (DPI) and
port matching techniques.
Before we begin our discussion about machine learning
techniques for network traffic classification, let us first define
the concept of a traffic flow. In our work, a flow in a
TCP/IP based network is a logical communication abstraction
characterized by a 5 tuple identifier, namely:
<source port, destination port, source IP, destination IP, transport protocol>
Machine learning can be used to process and classify traffic
flows based on externally observable properties of such as:
number of packets in a flow, flow duration, packet size, inter
packet arrival time, flow size in bytes, etc. Based on these
properties, additional learning features can be computed by
also considering the average or the maximum of the observed
values for a certain property.
Machine learning techniques can be classified roughly
into three categories: supervised learning, unsupervised learning and semi-supervised learning, each differentiated by the
amount of pre-labeled valid training data that is provided
to the algorithm. A notable solution for supervised learning
traffic classification that we leverage is Diffuse [6], a traffic

classification and control extension to the IPFW tool. Diffuse
uses C4.5 decision trees [7] and Naive Bayes [8] machine
learning algorithms in order to train its model. The classification models themselves are obtained offline via Weka [9],
which is a Java based machine learning framework.
The current work is organized as follows. In Section I
we start off by exploring related work similar to our system
as well as the concepts and techniques we build upon. In
Section II we present an overview of how our system is
designed, followed in Section III by an analysis of three
security related scenarios. Afterwards, we present details about
the architecture of our system in Section IV. In Section V we
detail our experimental setup, and in Section VI we present
preliminary results. Finally, Section VII outlines conclusions.
I. R ELATED W ORK
The approach of using machine learning in order to manage
networks has been first been proposed in [10], in the form
of a knowledge plane for the Internet. There, authors outline
the necessary patterns (edge involvement, global perspective, compositional structure, unified approach and cognitive
framework) needed to build a self-adapting network. Problem domains like fault diagnosis and mitigation, automatic
(re)configuration, overlay networks and intrusion detection are
also suggested as being ripe for applying such a system.
A recent direct descendant of the proposed knowledge plane
concept comes in the form of knowledge-defined networking [11], where the concept is merged with SDN and network
analytics. The feasibility of knowledge-defined networking is
explored for the use cases of routing in an overlay network,
resource management in an NFV (network function virtualization [12]) scenario, knowledge extraction from network logs
and short and long-term network planning.
Yet another approach of using machine learning in managing networks is presented in [13] where the concept of Cognition Based Networks (COBANETS) is established. Compared
to the present work, COBANETS expounds the use of a generative deep neural net for generic feature identification using
unsupervised learning and then proceeds to tailor the trained
network using supervised learning for particular network optimization tasks. While the COBANETS approach is more
generic, at the time of this writing it is still under research
thus we cannot compare and contrast the two approaches.
Finally, an older system similar in scope to our own (that
pre-dates the emergence of the SDN ecosystem) is ANEMA
[14]. ANEMA is used for autonomic QoS/QoE management
in multi-service IP networks and requires the specification of
an action policy, a goal and a network utility function by a network administrator. It also requires an agent (based on Linux
traffic control [15]) to be installed on each network device in
order to enforce the globally defined policies. Compared to
this system we are leveraging the SDN ecosystem for actual
network control while traffic feature collection and extraction
can either be built inside the SDN switches and exposed via
per flow meters or by having a separate module that sees the
actual packets that are forwarded by the switch.

While the goal of creating an adaptive network control
system is similar to the previous work, both our approach
(the ways in which we leverage and build upon supervised
and unsupervised learning techniques) as well as our uses
cases (anomaly detection, honeypot traffic rerouting and botnet
detection) are different. We also detail how such a network
management system can be architected and built using opensource readily available components and show that the overhead added by feature collection and model evaluation is
manageable.
II. S YSTEM OVERVIEW
An overview of our proposed system for machine learning
based flow classification and its integration with an SDN
controller is presented in Figure 1. It leverages three methods
of deriving knowledge that can be leveraged by the network
controller in order to make better decisions: supervised learning for identifying the underlying application of each flow,
unsupervised learning for clustering flows in order to identify unknown applications and flow grouping for determining
which flows are seen together within the network.

Fig. 1. Overview of the flow classification steps and their integration with
the SDN controller logic.

The first type of classification is based on pre-trained models
for supervised learning. If a flow matches one of these models,
an event is triggered to the controller notifying it that the
flow was classified as being of a certain type. In case the
flow cannot be matched against a model, an event is again
triggered to the controller informing it that the flow was not
matched against any known model (in this case, the controller
then proceeds to forward the flow information to the second
classification step, namely unsupervised learning).
The controller adds the unclassified flows to a queue, and
when sufficient flows are available it triggers the unsupervised
learning algorithm. The output from the algorithm is a set
of clusters along with a measure of their purity. In case the

purity1 for a cluster is above a certain threshold, and there are
sufficient flows in that cluster, a supervised model can also be
trained based on it and can be passed on by the controller to
the supervised learning classifier.
One aspect to note about the solution is the fact that only
the supervised learning part is done online, meaning as traffic
comes in to a network device. In our experience with the
Diffuse [6] system, this type of classification can be done
in high throughput networks even when dealing with large
numbers of flows. The other two steps can be run separately,
at any time the controller deems appropriate, since they are
used to infer new traffic patterns seen in the network.

that group of flows, or add the flows as training data for the
existing model on which the partial match was made. Only one
event will be delivered to the controller, a clusteringCompletedEvent, which indicates that a run of the clustering algorithm
has completed on the unknown flows. The event contains the
clusters discovered by the algorithm (and for each cluster:
cluster purity, majority partial match, flows in the cluster and
their associated 5-tuple information, supervised model trained
based on only those flows and learning features of each flow)
and the flows that did not fit into the discovered clusters, along
with 5-tuple information and learning features.

A. Integrating Flow Type Classification

Up until now, our integration solution only classified individual flows using supervised and unsupervised learning.
However, what we generally observe in the network is groups
of related flows that occur between nodes when a certain
business or human operation is taking place. In order to be
able to identify these groups of flows we need to introduce side
information in the form of layer 3 source and destination IPs,
layer 4 source and destination ports, and source and destination
DNS domain names, as well as the time interval in which each
flow was observed.
One such traffic flow grouping pattern arises when multiple
nodes are connecting and executing the same communication
flows against the same node in the same time interval, indicating that the destination node is hosting a common service on
the network. This pattern can be detected by grouping flows
classified as being of the same type by destination IP and port
and then, in each group, sorting the flows based on their start
time. Having the flows sorted by start time in each group, we
can now select the flows that are within a certain threshold
time interval. Once we detect this type of pattern, we can use
it to predict that if a certain type of flow is executed against
the destination service then, in that time interval, another N
flows will be executed against the same service.
We can also detect the opposite case, where a single source
node is connecting to multiple destination nodes and executes
the same communication flow against them in the same time
interval. Detecting this pattern is similar to the first case: we
group flows of the same time by source IP, and then within
each group we sort the flows by start time. We select next
those flows that are within a certain time threshold of each
other. Having detected this pattern, we can use it to predict
that if a certain source node has executed a specific type of
communication flow then it will like execute N more flows
of the same type.

Our work can be applied on top of modern SDN controller
architectures such as Procera [16], that allows operators to
express various policies without resorting to general-purpose
programming of a network controller. Such controllers are
reactive in nature, because many realistic network policies
react to dynamic changes in network conditions. As such,
Procera and other controllers apply principles of functional
reactive programming (FRP) [17], which provides a declarative, expressive, and compositional framework for describing
reactive and temporal behaviors.
In order to integrate traffic patterns into such a controller
programming model, we first need to define events that will
be triggered and delivered to the SDN controller when a
match is made against an existing traffic pattern, or when new
patterns are discovered in the network. The controller can then
compose these events with other event streams and carry out
routing logic on the matched flows by installing flow rules on
the devices or generating other events and actions to be carried
out.
For the case of supervised learning, where we have already
trained a model based on a predefined traffic pattern, we define
the following events and their associated information:
• Model Match event: model identifier, match accuracy,
flow 5-tuple, network node
• No Model Match event: closest matching model and
accuracy, flow 5-tuple, flow features
The case of unsupervised learning builds upon the one
for supervised learning, by having the controller add the flows
that did not match on the supervised learning models to a
queue, and when there are sufficient flows in the queue (or
at a specified interval) run a clustering algorithm such as Kmeans or Random Forest Proximities in order to group similar
flows together. Since the flows will all have associated a partial
match from the first round of supervised learning, we can also
deduce for each group of flows a majority partial match.
Based on the majority partial match of the group, besides
deducing a label for the groups of flows, we can also choose
to either train a new supervised learning model specifically for

B. Detecting groups of related flows

III. S ECURITY S CENARIOS
From a security perspective, we explore three different
scenarios in which our system can be used, namely: anomaly
detection, botnet detection, and honeypot traffic rerouting.
A. Anomaly Detection

1 Purity

is an external evalaution criterion of clustering quality. It is defined
as the percent of the total number of objects (or data points) that were
classified correctly, in the unit range [0..1].

Network anomaly detection boils down to constructing a
baseline of the network traffic typically seen within a network,

and identifying traffic patterns that do not fit into that baseline
as suspicious.
In order to accomplish anomaly detection with our proposed
system, we (1) continually train and refine supervised models
for the traffic flows (as seen in our network). When a new
flow does not match any supervised model, we flag it as
suspicious and add it to a queue of flows (and their associated
ML features) that (2) will get analyzed by the unsupervised
learning (clustering) algorithm.
By running the clustering algorithm we can determine if
the suspicious flows are close enough to other normal flows
that are present in the network, in which case we refine the
existing models with the new flows. In case the new flows
are something we never seen before, we forward the grouped
flows and their characteristics to a network administrator for
further inspection.
B. Botnet Detection
In case of a Botnet [18], groups of hosts within the network
communicate periodically with a command and control server
and receive commands from it that are then executed by the
network hosts. In order to detect the botnet automatically, we
can leverage the previous anomaly detection scenario. The
communication flow between the infected host in the network
and the command and control (C&C) server will be flagged
as an anomaly. After the infected host receives the command
from the C&C server, it performs additional anomalous flows
carrying it out, flows that will be picked up by the system.
By correlating the anomalies originated from the same host
and timing them we can automatically determine if we have
a bot present in the network. The pattern we look for in this
case is a first anomalous traffic flow (the botnet command)
followed by a group of anomalous flows (the actual execution
of the botnet command) different from the first flow.
C. Honeypot traffic rerouting
In the honeypot traffic rerouting [19], we are mainly interested in redirecting traffic from a suspicious host to an
emulated host where the traffic can be analyzed in depth.
The emulated host will respond to connections initiated by
the suspicious host in the same way observed in the initial
anomaly that triggered the host to be marked as suspicious.
As before, if a flow does not match any supervised model,
we mark the host which initiated it as suspicious and store
the flow 5-tuple. Besides the 5-tuple, we also store the actual
payloads sent and received by the host, in order to be able
to emulate the honeypot as close as possible. This can be
done by the SDN controller: in our case, we insert a rule
so that the contents of any flow matching the suspicious 5tuple are saved in a packet capture. The next time the flow is
encountered, the SDN controller will automatically reroute it
to the honeypot where the emulated host will be able to both
respond to connections initiated by the suspicious host as well
as individual messages based on the packet capture.

IV. S YSTEM A RCHITECTURE
A general overview of the system architecture is presented
in Fig. 2. The base of the system is the network controller
which is composed of several Nettle SDN Controller [20]
VM instances that share a common distributed state data store.
Each VM controls a subset of network forwarding elements.

Fig. 2. High level system architecture.

The network controller VMs install forwarding rules using
OpenFlow onto the network forwarding elements and receive
back network events. Besides these normal SDN rules, in
order to carry out traffic classification, we also need to send
classifier models to the network elements and receive back
flow classification events. For this purpose we use Diffuse [6]
and its specific protocol. Each network forwarding element has
been enhanced with specific ML traffic classification logic for
collecting the necessary features and evaluating them against
the installed models. In order to carry out unclassified learning,
as well as offline-training, for our machine-learning models we
leverage a Hadoop cluster and Apache Mahout [21], which
is a highly scalable machine learning library built on top of
Hadoop.
V. E XPERIMENTAL S ETUP
As the basis for our experimental setup we used a Mininet
VM [22] that simulated four Open VSwitch instances [23],
each having a separate connection to each-other. The switches
were configured to have one port map to a physical interface of
the application server, which was connected to the Ixia Perfect
Storm application traffic emulator2 (see Fig. 3).
The Diffuse Classifier kernel modules were also loaded
onto the same Mininet VM. The SDN Controller for the four
switches, was placed in a separate VM, not to interfere with
the rest of the setup nodes. The Nettle SDN Controller was
configured only with the learning switch behavior and had a
separate interface through which it received flow classification
events from the Diffuse Classifier. The classification events
were only recorded during the test, no traffic forwarding
decision was taken based on them.
The Ixia Perfect Storm application traffic emulator was used
in order to simulate mixes of application traffic that would
normally be present in a network. Each type of application
flow is emulated based on the protocol specification and can
have multiple randomized payload sections.
2 https://www.ixiacom.com/products/perfectstorm

TABLE I
C LASSIFICATION RESULTS FOR NORMAL TRAFFIC CONDITIONS .
Profile
Enterprise
SOHO
Sandvine

TP
17557
19523
16341

FP
4833
3753
4730

FN
2729
2020
3825

Precision
0.784
0.838
0.775

Recall
0.865
0.906
0.810

F-score
0.822
0.871
0.792

TABLE II
C LASSIFICATION RESULTS FOR ABNORMAL TRAFFIC CONDITIONS
( ATTACK TRAFFIC EMULATED BESIDES NORMAL TRAFFIC ).

Fig. 3. Testbed architecture.

Profile
Enterprise
SOHO
Sandvine

TP
11162
14390
10216

FP
7462
7755
8166

FN
2929
3781
3979

Precision
0.599
0.649
0.555

Recall
0.792
0.791
0.719

F-score
0.682
0.713
0.627

VI. E VALUATION AND R ESULTS
As of the time of this writing we have explored the parts of
the system related to supervised learning and how it behaves
in an enterprise network, both with and without malicious
traffic (botnet & network attacks). As preliminary research we
evaluated the classification accuracy, classification time and
resource usage overhead of having the classifier running on
the traffic forwarding elements.
As traffic mixes we have used the BreakingPoint Enterprise3 , SOHO/Small Business and Sandvine 2H 20164 North
America Fixed application profiles, that emulate traffic that
would be seen in an enterprise, a small business and a
North American internet service provider. An example of the
actual traffic types and their bandwidth and number of flows
distribution in the application profile are shown for Sandvine in
Figure 4. The weights are determined based on yearly traffic
reports published by ISPs and aggregated by Sandvine [24].

Fig. 4. Sandvine bandwidth and flow distribution.

In order to train the Diffuse C4.5 tree based classifier
model we generated 256 different streams (flows with slightly
different contents) for each flow type in the application profile.
We then proceeded to extract the necessary features (interpacket arrival time, packet sizes, packet count, flow tuple) for
each stream from the generated packet capture. Finally, we
trained a decision tree model for each flow type based on
the 256 positive training samples as well as 5 other negative
3 https://www.ixiacom.com/products/breakingpoint
4 https://www.sandvine.com/

samples from each of the other flow types (170 total negative
sample).
A. Classification Accuracy
To see how the classifier behaves under normal conditions
(the traffic being emulated is just the one present in the
application profile) vs. abnormal conditions (along with the
application profile traffic we also emulate network attacks
and botnets), we compute the global F-score for all classifier
models, by summing up the true positives, false positives
and false negatives values generated by each classifier. In
statistical analysis of binary classification, the F-score is a
measure of a test’s accuracy. It considers both the precision
and the recall of the test to compute a score, interpreted as
a weighted average of the precision and recall. An F-score
reaches its best value at 1 and worst at 0. By summing these
values we also automatically take into account the actual flow
distribution as described in the application profile (the flows
most predominant in the profile should contribute more to the
accuracy measure).
The classification results for normal traffic conditions are
presented in Table I, while the ones for abnormal conditions
are given in Table II. As can be seen, in the first case of
normal traffic, the classifiers perform fairly well (the F-score
is ≥ 80% since we do not introduce new types of traffic. Once
we introduce attack traffic, the F-scores for each application
profile drop by ≈ 10 − 15%, but still remain high enough so
that the system can still be useful. One reason for the drop
is that the extra attack traffic we are sending is similar to
the traffic normally found within the application profile. The
malicious traffic we emulated during our tests is composed of
critical strikes with a Common Vulnerability Scoring System
(CVSS) score of 10 (607 different strikes) and botnet traffic
(1646 different botnets) which is mainly HTTP based. The
Common Vulnerability Scoring System[25] is an open industry
standard for assessing the severity of security vulnerabilities.
B. Classification Time
For determining the classification time of a flow, we need
to be able to answer the question: how many packets do we

have to inspect before we can reach a conclusion about the
flow type?
The classification time for flows in the Enterprise application profile is presented in Figure 5. Here we can see that
simple binary fixed frame-size protocols (such as RTP or NFS)
require less packets than more complex text based protocols
(HTTP, FTP, SMTP, etc.). In order to determine the minimum
number of packets necessary for classifying a certain type of
flow we used a confidence threshold of 75% for the C4.5
decision tree algorithm. The results are averaged over 30
streams emulated from each flow type.

We have also explored the supervised learning portion of
the overall system by using an experimental testbed based on
Mininet. By using the tested and the Ixia Perfect Storm traffic
emulator we measured the classification accuracy measure
that we obtained for normal traffic vs. normal plus attack
traffic cases and concluded that the classifier remains useful
even when faced with network attacks whose traffic pattern is
similar to that of normal traffic.
Finally, from a resource usage perspective, the traffic classification overhead is manageable, only adding 13% additional memory overhead and 17% CPU usage overhead when
compared with the same system without the classification
overhead.
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Fig. 5. Mean number of packets required before flow match.

C. Resource Usage Overhead
In order to determine resource usage, we next measured the
mean CPU and memory usage for the mininet VM simulating
the 4 OpenVSwitch instances in two situations: with and
without the Diffuse traffic classifier enabled (and classifier
models installed for each flow type). For both measurement
situations we ran the BreakingPoint Enterprise Application
profile with a frame rate of ≈ 20k packets per second and
≈ 80k concurrent traffic flows.
With traffic classification enabled, the CPU usage overhead
is ≈ 17%, while memory usage rises by ≈ 13% when
compared with the base case where traffic classification is
disabled. The extra CPU and memory are need in order to
compute features for each traffic flow as well as match it
against the installed models.
VII. C ONCLUSIONS AND NEXT STEPS
In this paper we outlined how we can use machine learning
coupled with SDN in order to enable complex network security
operations such as anomaly detection, botnet detection and
honeypot rerouting. We also delved into the architecture of
such a system and how we can use existing solutions in order
to distribute and scale both the SDN control part as well as
the machine learning operations.
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